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COURSE OUTLINE

IWD 2134 – Computer Security
Semester 1/2008/2009 (Jul-Nov)

Lecturer :  Izwan Suhadak Ishak (Mr. Su)



Room
: Lecturer’s Room (Q)1, Level 2, FITM




Phone
: 017 656 0102 




Email
: izwan@unisel.edu.my



Web
: http://fiit.unisel.edu.my/izwan/



Group
: 3
Subject Synopsis


This subject will introduce the students the meaning of computer security, characteristics of computer intrusion, computer criminals, methods of defense and understand hat are we protecting and why.

Subject Objectives


Introducing students to basic of network security computer system and functions. Teach students approach of prevention, attacking and monitoring in computer security. 
Class & Lab Schedule:

	Day
	Tuesday
	Thursday

	Time
	
	

	Avenue
	
	


Course Planning
	WEEK
	LECTURE TOPIC
	LAB ACTIVITIES

	1

(4/8  – 10/8)
	Introduction to Computer Security
* Overview of Security
   -  Objectives (CIA)
   -  Strategies
   -  Terminologies
* Principles of Computer Security
* Different terms of hackers - hacker, cracker,
   hactivism, black hat, 
   white hat, script kiddies
* Vulnerability

	Find information such as example, good and bad things about hackers, crackers, black hat, white hat, script kiddies and hactivism.



	2

(11/8 – 17/8)
	Computer and Network Attacks
* General trends and impacts of hacking
* Seven steps for information gathering
	Find current issues  on  hacking 

	3

(18/8 – 24/8)
	  * Definition of threats
* The relationship between threats, vulnerability  and controls
  * Threats using malicious program (software threats)
   -  Virus, Trojan horses, worms, logic bombs, trapdoor, zombie
* Threats in network
   -  Spoofing, ping of death, denial of service (DOS)
	Find information such as example, good and bad things about malicious program



	4

(25/8 – 31/8)
	Security Policy and Prevention
* Security Policy
* Cryptography
   -  Symmetric Algorithm
   -  Asymmetric Algorithm
	 Calculate RSA

	5

(1/9 – 7/9)
	  Continue Security Policy and Prevention
	

	6

(8/9 – 14/9)
	  * Encryption techniques
* Digital signatures
* Digital certificates
* Authentication
   -  Password
   -  Biometric (physical characteristics, behavioral characteristics)
	

	7

(15/9 -21/9)
	 Firewall
   * Firewall

   * Intrusion Detection System

   * Intrusion Prevention System

   * Virtual Private Network
	 Student will explore on how firewall is worked. 

	8

(22/9 – 28/9)
	MID TERM EXAMINATION
	

	9

(29/9 – 5/10)
	MID TERM BREAK 
- HARI RAYA - 
	

	10

(6/10 – 12/10)
	Firewall Configuration 

  * Components of a Secured System

  * Connection with a Firewall

  * Microsoft Proxy Server

  * Firewall Limitations
	

	11

(13/10 – 19/10)
	· Packet Filtering
·   * TCP/IP layering

·   * TCP/IP Packet Structures (IP, TCP, UDP, ICMP)

·   * Reading Packet Using ASC II table.

·   * Port Number and Services
	· 

	12

(20/10 – 26/10)
	Proxy and Firewall Application
* Packet Filtering Firewall
* Proxy Servers
* Application Proxy
* SOCKS Proxy

   * Firewall Politics
	

	13

(27/10 – 2/11)
	 User Access

   * Access consideration for one employee

   * Policies and Practices Privacy
	 Student will explore the policy environment of the university or other organization

	14

(3/11 – 9/11)
	Privacy and Firewall

 * Protecting programs and data

 * Privacy (Control protecting privacy)

 * Ethical Issues 
	

	15

(10/11 – 16/11)
	 Security Management
  * Security Management Model

  * ISO Network Management Model

  * External Environment

  * Internal Environment
	

	(17/11 – 7/12)
	FINAL EXAMINATION
	


Group Project

	Individual
	1. List out several hacking and anti-hacking software or tools.

2. Design a secure network topology to be proposed to the management of a financial department. Be sure to include core switches, firewalls, routers and other network devices. 

	Group
	1. Install a packet sniffer such as Ethereal and Sniphere on a PC/Laptop that is connected to a network. Utilize the packet sniffer to monitor, analyze and troubleshoot the network system such as detecting IP addresses and the flow of packets. 


Reference Book 

Charles P. Pfleeger and Shari Pfleeger. Security in Computing.  Pearson Education International, 2003

Michael E Whitman and Herbert J Mattord, Principles of Information Security, Thomson, 2003
Micheal E. Whitman, Herbert J Mattord & David M. Shackleford. Information Security Lab Manual, 

Thomson W. Stallings, Network Security Essentials: Applications and Standards. Prentice Hall, 2003.
Ankit Fadia.  Network Security: A Hacker’s Perspective, Premier Press, 2003
Assessments Course :

	Assessments
	Marks
	Quantity

	Individual Activities
	15 %
	2

	Group Activities
	15 %
	5

	Class Activities
	10 %
	4

	Mid-Term Test
	20 %
	1

	Final Exam
	40 %
	1


Important Notes:

1. Students who are absent for more than 80% of the prescribed classes can be barred from final exam which will result into receiving no grade for the paper.

2. Using information from other sources and not citing the source is plagiarism, a form of CHEATING. When you are working with other students, please remember that failing to contribute adequately to the project but taking full credit for other(s) efforts is also a form for cheating. If you are caught CHEATING or TRYING TO CHEAT in your assignment(s), quiz(s), test(s) or final exam, you can and will be punished accordingly 

3. Students attending the class must follow and adhere to the University’s dress code. Any student caught not adhering to said dress code can and will be prohibited from attending my class(s) and any loss resulted from his/her absentee regarding this matter will be his/her own liability.

4. Students at all time should maintain good manners with lecturers and other university’s staff.

5. Respect lecture and other student’s times and rights. No paging, messaging (SMS) or telephoning is allowed during class.
